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BBepeHune

01 | BBepgeHue

2012 rof, noAoLLen K KOHLY, W HacTafo BpeMs, YToObl OFAHYTHCA Ha3as 1
MpOaHanM3npPOoBaTh BCE, YTO MPOMU3OLLIIO B MUpe 6e30MacHOCTU B TeYeHMe
nocaeaHnX ABeHaaLaTb MecALeB. [Tpouecc co34aHnsa BpeOOHOCHbIX NPOrpamMm He
nokasblBasl HUKaKMX MPU3HAKOB 3aMefJIEHNHA, U 3TO MNOLATBEPXKAAETCA TEM, YTO B

2012 rofny Mbl B 1abopaToOpUu OOHAPYKUAN PEKOPLHbIE 27 MUMNIMOHOB HOBbLIX
06pa3LoB BpeJOHOCHbIX MporpaMM, B cpeaHem no 74000 B feHb. Kpome Toro,
NPOAOIKAET PACTM KOMYECTBO KNMbBEp-aTak NPOTUB KPYMHbIX TPaHCHALMOHAbHbIX
Kopropauui, XXepTBaMy KOTOPbIX CTafih KOMMNaHWN 13 pa3HbIx chep AeATeNbHOCTY:
oT npounseogcTea Buaeonrp (Blizzard) go aBTornraHTos (Nissan).

Mbl TakxKe NpoaHannM3npoBanm caMble BaxkHble COObITUA B cdhepe MOOUIbHbIX
TenedoHoB. T.K. fona pbiHka Android npogonxkaeT pacTu, TO 1 Ana Knbep-
NPeCcTyNHUKOB MOBbLILLIAETCA MOTUBALMA MO CO3AaHNIO BPEAOHOCHbLIX NporpaMm asis
JaHHOW NnaTdopmbl.

B oTueTe TakxKe npefcTaBNeHO, Kak colmalbHble ceTu (ocobenHo Facebook)
NCNONb3YIOTCA KMbep-npecTynHNKaMmn 4158 pacnpocTpaHeHna BpedoHOCHbIX
NPOrpamMm C NOMOLLLIO METOOB COLMabHON UHXEHEPUN.

Kpome TOro, Mbl paCCMOTRUM KPYMHERLLYIO Ha CErOAHALLIHUA AeHb UHDeKLMIo
KOMMbloTepoB Mac 1 ee nocnenctena. B 2012 rogy npomn3owno HeCKOSbKO
3HaMeHaTeNbHbIX COObITUIA Ha apeHe Knbep-LUnnoHaxa / Knubep-BoiiH, a Flame
NOKOPWSI 3ar0NOBKIW BCEX HOBOCTHbLIX NIEHT. Mbl MpoaHain3npoBanu 3Ty n opyrue
aTaky, KOTOpble Npon3oLWIn Ha bnrxxHem BocToke.

MoaBoasA UTOT, MOAYEPKHEM, YTO AAHHbIA JOKMNa[, Pe3OMNPYET OCHOBHbIE COOLITUSA
B chepe KOMMbIOTEPHOW Be30nacHOCTH, KOTopble NpousoLwwnv B 2012 rogy, a Takxe
JenaeT NporHo3bl Byaylinx TeHaeHUMin Ha 2013 rog. YcTpoiTech noynobHee u
YyuTanTe!
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T.K. gonda pblHka Android npogosiKaeT pacTu, pacTeT U YNCI0 BPEeOOHOCHbIX
MPOrpamm, OPUEHTMPOBAHHbIX Ha AaHHyto NaaTdopmy. B AHBape Google fosxkeH
Obl1 yIaNNTb HECKOMBbKO BPedOHOCHBIX MPUIoXeHuin 13 ceoero Android Market
(nepenmeHoBaH B Play Store). Mony4nnock Tak, YTO KMbep-npecTynHmKm

nepeynakoBanu Takve NonyaspHble Urpbl kak Angry Birds n Cut The Rope,
JOMOSTHUB UX CBOMMUW BPEAOHOCHBIMU NPOrpaMMamMu, U 3aTEM 3aHOBO 3arpy3nnm nx
Ha Play Store. Mocne 3Toro Nosib3oBaTenn ckadasam 1 yCTaHOBUIN 3TN MPUITOXKEHWS,
npK 3TOM, Be3yCIOBHO, OHW 1 HE MOAO3PEBasIN, YTO BMECTE C STUMMU MPUIOXKEHWS
OHW TakXe YCTaHOBMIN 1 TPOSIH, CMOCOOHbIN OTNPaBnATs SMS-coobLeHns Ha
JOpOrocTosLLe HoMepa.

Yrpo3bl gnsg Mob6unbHbiX TenegoHoB

Ha camom pene, mbl y3Hanu, 4to Google, ycTaB OCyLLEeCTBAAT NOWNCKM
BPELOHOCHBIX MporpaMm Ha Play Store, npexae 1YeM fo06aBUTb MPUIOXKEHMA B
KaTasior, Ha4yan aHanM3npPOoBaTb NPUIOKEHWA C LieNblo ODHapyKeHWst aHOMasIbHOro
nosefeHus. CornacHo Ux COBCTBEHHBIM UCTOYHUKAM, UM YAANOCh YMEHbLLUNUTb
06BbeEM 3arpyaemMblX BpeLOHOCHbIX NporpaMm Ha 40%.

K coxaneHunio, HECMOTPA Ha 3TV yCUAnA, Knbep-npecTynHNKN NpoaosiXatoT
HalenuBaTbCs Ha nnaTdopmy Android Yepes NpUNoXeHus, He Bceraa AOCTYMHble
yepes Play Store. Kak B cnyvae ¢ BMASTER, TpoAHOM C yaaneHHbIM AOCTYIMHOM
(RAT) k nnaTchopme Android, KOTOpbI NblTanca BblgaTh cebs 3a BNOHe
NErnTUMHOE NPUNOXKeHNE.

Mbl Tak>Ke BUIOEIN TPOAHOB, KOTOPbIE BblM crneumnanbHo pa3paboTaHbl 418 KpaXiu
JaHHbIX C MHULMPOBAHHbIX YCTPOWCTR: OT 3amnuUCei 3BOHKOB 1 COOBLLEHN 40
KpaXW KOHTaKTOB Nosib3oBaTtens. MoTeHumansHo Android nogsep>eH ropasgo
BorbLUeMy YUCTY YrpO3, YeM ero rfaBHblA KOHKYpeHT (iPhone 1 ero i0S), T.k.
JaHHaa nnaThopMa No3BOSIAET CBOMM MOJb30BATENAM 3arpy>kaTb NMPUAOKEHNA 13
moboro mecta. OfHaKO UCNOSb30BaHKe oduLManbHOro MarasHa Android elue He
NpeaoCcTaBnAeT NOSIHOM rapaHTMmM 6e30MacHOCTK, T.K. OH Tak>Ke Oblfl aTakOBaH
Knbep-npecTynHuKamm, KoTopble 3aMaHUBann Nofb3oBaTeNiei yCTaHaBNVBaTh
TPOSAHbI NOA, BUAOM 3aKOHHbIX MpUAoXKeHWiA. KcTaTh, HeuTo nogobHoe Takke
cnysmnnocs v ¢ Apple App Store, HO B 3HaUNTENBbHO MEHbLLEN CTEMEHW, YEM C
Google Play Store.

EECUm|TY
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Opera Mini — 310 Beb-6pay3ep, KOTOPbI B MEPBYIO Ovepeb NpefHa3HayeH ans
MOBWSIbHBIX TelehOHOB. 3a nocsiefHne Heckonbko mMecales Opera Mini npuobpen
BonblUYto NOMNYNAPHOCTL B Ka4eCTBe aNbTepHaTUBHOIo 6pay3epa 418 CMapTdOHOB Ha
6a3e Android, B pe3ynbTaTe 4ero OH BCe Yalle CTan NoABepraTbCs aTakaM CO CTOPOHbI
KnMbepnpecTynHKoB af1a obMaHa nosb3osaTesiei. B pamkax nocnefHero HanageHuns
NPecTynHUKN Npeasiaranmn nonb3oBaTenam bpay3ep M3 Mara3uHa, KOTOPbIA OT/IMYaeTCA
OT Mara3uHa Google Play. Tem He MeHee, NpW YCTaHOBKE NPUIOXEHUA AeRCTBUTENbHO
yCTaHaBAMBaNCs akTyasbHbli Bpay3ep Opera, HO NpKY 3TOM YCTaHaBAMBACA eLle 1
TposiH, KOTOPbIA OTNpaBnAn SMS-coobLLeHMA Ha 4OPOroCToALLME HOMEPA.

B oTAnume oT Apyrnx ciyyaes, Koraa TROsHb! MbITannch BblaaTh Cebs 3a NonynApHble
MOOWSIbHbIE MPUSIOXEHNS, B 3TOM CJlydae BPeAoHOCHaA NporpaMmMa BXOAMIa B KOMMIEKT
NOCTaBKW neranbHON Bepcumn MobunsHoro 6paysepa Opera Mini, 4To NoMorano
06MaHyTb NOb30BaTENEN, KOTOPbIE 1 He 3Ha/IN O BHELITATHOW CUTYaLWK, T.K. MO
CMOKOMHO NCMOSb30BaTh peasibHoe NporpaMmHoe obecnedeHme 0BbI4HbIM CMOCOBOM.

Mbl Habnoganu apyryto «HeobbI4HyIO» aTaky B Kutae, Korga
BbIMyLLEHHBIA TpoaH NprobpeTan ¢ MHDULMPOBAHHOIO
yCTponcTBa Npunoxenus. OT gaHHoro TposiHa NocTpagani
nosibzoeatenn China Mobile, ogHOro 13 KpynHenwmnx B Mupe
onepaTopa MOBUNBHOWM CBA3K, Y KoToporo 6onee 600
MUAMIMOHOB NOMb30BaTeNei. MNocne 3apaxeHus MOBUABHBIN
TenedoH Ha4dnHan npuobpeTaTb NPUAOKEHNUA U3 Mara3nHa
China Mobile oT uMeHK nonb3oBaTens. JaHHbii TposH Gbin
LOCTaB/leH B feBATb HeoduLMabHbIX Mara3uHoOB
NPUNOXKEHNNA.

PEBHIRES
CHINA MOBILE

PUC. 1. CHINA MOBILE

Ha faHHbIA MOMEHT MHOMME Nosb30BaTeNM NOMaratoT, YTo Be3onacHee BCEro NokynaTthb 1
yCTaHaBAMBaTb NMPUAOXKEHNA U3 OPULMaESBHBIX Maras3uHoB. B HEKOTOPOW CTeneHn 3TO
BEPHO, HO OblSIN CllyYan, KOrAa BPeJOHOCHbIE MPOrpaMMbl Mopaxkanv 1 oduumanbHble
Mara3uHbl. Hanprmep, B 3TOM KBapTase Oblfla oBHapy>XeHa HOBas BPeAOHOCHAs
nporpaMma, KoTopas ckpbiBanack B Mara3suvHe Google Play Android, mackumpysck nof e
nrpel: Super Mario Bros n GTA 3 Moscow City. 3Ta BpeoHOCHaA nporpamMma octaBasiach
He3aMeYyeHHON B TeYeHWe HEeCKOMNbKNX Heaenb, MoKa OHa He Oblna OKOHYaTesbHO yaaneHa.

anN>0I1D

PUC. 2. CEMYAC
AKTUBUPOBAHO 500
MWIIMOHOB
YCTPOWCTB C
ANDROID

Moyemy Ha Android HanpaBneHo camoe HonbLoe
KONN4YeCTBO aTak, NpefHa3HayYeHHbIX 418 NopaXKeHns
MOBUBHbLIX MNaTdopm? Hy, 3T0 CBA3AHO C LIEMbIM
pPAAOM MpudnH. Bo-nepsbix, Android no3sonset
Nonb30BaTeNIAM Moy4aTb CBOW NPUIIOXKeHWA 13 Moboro
MeCTa, OTKyfa OHW 3axoTAT. VM He TpebyeTcA
06A3aTeNbHO ATV B ODULIMANBHBIA Mara3uH, a camu
NpUNoXeHNsA He 06A3aTeNbHO AOMXKHbI OblTb NOANMCAHbI
LMdPOBOA NoANMCbIO, Kak B clydae ¢ i0S. Bo-BTOpbIX,
KnbepnpecTynHUKK HUKorAa Obl He OCTaHOBMUIIW CBOW
B30p Ha AaHHON nnaTdopme, ecnn Obl eto He
NOJIb30BaNOCh Takoe OrPOMHOE KOIMYECTBO
nonb3osaTesieit. B mioHe Google 3asBuna, 4to 6bino
aKkTMBMpoBaHo 400 MUIMOHOB YCTPOWCTB, paboTaloLnx
Ha nnaTcdopme Android, B Hauane ceHTAOPA 3Ta Uudpa
nocturna yxe 500 MUNNMOHOB, NPW 3TOM €XEeOHEBHO
OCYLLeCTBAAETCA CBblWe 1,3 MUIIMOHOB aKTUBALMK.

Ransomware: «llonuuenckuin Bupyc»

OaHOM 13 rNaBHbLIX yrpo3 B 3TOM rogy, HeCOMHEHHO, Obina HoBaA BpeadOHOCHaA
aNngeMnA, KOTopaaA 3apa3niia COTHU TbiCAY KOMMNbOTEPOB BO BCeEM MUPeE, NCNOJb3yA
METOAbI 3anyrmBaHMA U LWaHTaXa AJ14 BbIMOraHMA geHer y nosib3oBaTesnen

KOMMbIOTEPOB.

PUC. 3. UKOHKA,
UCroJ1b3YEMAA
OHUM U3
BAPUAHTOB
«MOJIMYENCKOro
BUPYCA»

XOTA Mbl MPUBBLIKIV BUAETb NOA0OHbIE COOBLIEHNA Ha
AHINUIACKOM A3bIKe, HO B A@aHHOM CJly4ae aTaku Obinu
NoKann3osaHbl. Mbl BUAEAN COOBLLEHNA HA aHITTMACKOM,
HEMEeLIKOM, UCMaHCKOM, AaTCKOM U UTaNbSHCKOM A3blKax
(Cpean NpoUnx) B 3aBUCUMOCTU OT CTPaHbI, rae
npoucxoamnna ataka. Bce atakm Gbin HaleneHbl Ha
HECKOJIbKO eBPOMENCKNX HaLWIA, 1 OHW BbITAAOAT Tak,
C/IOBHO 3a HUMU CKPBIBAETCA OfiHa W Ta Xe rpynnupoBka
Knbep-npecTynHUKOB.

LaBalTe BHMMaTEeIbHEE NOCMOTPUM Ha OLHY M3 aTak.
NkoHka hainna 6bia NONyaapHbIM IOrOTUNOM, KOTOPbINA
ncnonb3osanca LulzSec B cBovx COOOLLEHMAX:

PANDA

EmCcLm TV
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Kak Tonbko koMnbtoTep Obin 3apakeH, NoAb30BaTENO Ha BCeM pabodeM cTone
MoKa3blBasoCh CNleAytoLLiee NONHO3KPaHHOE OKHO:

PUC. 4. TOXKHOE TNPELQYTIPEXXKOEHUE, MOKA3bIBAEMOE TPOAHOM

CoobLeHne NHMDOPMMPOBANO NOSIb30BATENSA O TOM, YTO OH MOMYYUN AOCTYN K
He3aKOHHOMY MaTepuany (Hanpumep, geTckaa nopHorpadmsa) v OTNPaBAAN CramMoBble
COODUIEHNA C TEPPOPUCTUHECKUMI LeNAMKM, a MOTOMY ero KOMMbtoTep Obin 3abnoKMpoBaH
C Lenbto NpeaoTBpaLleHusa NofobHbIX AeACTBURA B fanbHenLeM. YTobbl pa3bnokmpoBaTb
CBOW KOMMbOTEP, NOJIb30BaTe b AOJKEH 3annaTunTb Wwrpad 100 eBpo.

Camoe CTpallHoe /1A NoMb30BaTeNA 3aKto4anoch B TOM, YTO TPOAH dhakTuiecku
3a6710KMPOBa KOMIMbIOTEP, @ MOTOMY €ro He NPOCTO BbIO yaAanuTb. [1a 3Toro
nonb3oBaTesb JoSXKeH Obin nepe3arpy3vTb KOMMbIOTEp B He30nacHOM pexume, nocie
Yero 3anyCcTuTb NPOBEPKY C MOMOLLBIO aHTUBUPYCHOMO PellieHnst, KOTOpoe CMocobHO OblIo
Obl ero 0OHAPYXWTb.

Kak cooblieHne cMorno oTobpa3nTbCs Ha POHOM A3bIKE XEPTBbI U KakK TPOAH CMOr
NpeacTaBuTb cebA B BUIE MECTHbIX OPraHoB BAAcTW? HTO X, 3TO Nerko 06bACHUTD!
nocCne 3apaXkeHns KOMMboTepa BpeAoHOCHas NporpaMma NoAKIioUnNach K
onpepeneHHbiMm URL 1, 0CHOBBIBaACh Ha IP-afpece XepTBbl, NOAYYMIa TOKaNM30BaHHYO
BEPCUIO COOBLLEHNSA, KOTOPOE AOIKHO ObiNo 0TOBPa3nTLCA Ha IKpaHe KOMMbIoTepa.
bonbLWIMHCTBO COOBLLEH N BBIFNAAEN0 TaK, CJIOBHO OHWM OblNW OTNPaBAEHbI OT
EBPONEeNCKMX OPraHoB BAACTU (XOTA Mbl TakKe BUAENN NPUMEPDI, OPUEHTUPOBAaHHbIe Ha
nonb3oBaTenen Apyrux cTpaH, Hanpumep, KaHagbl). Huxe npueeeHbl HEKOTOpPbIe
NpuMepbl NOAOBHbIX aTak, OCyLLECTBIIEHHbIX B NepBOM KBapTane 2012 roga:

PUC.
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http://www.cloudantivirus.com/ru/#!/cloud-antivirus-pro-edition

