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e CopepxaHue npe3eHTaLum

@ O komnaHuu

@ T[lpoaykTbl Info\Watch kKoHTpOnuMpytoT pacnpocTpaHeHne
NHJopMaLmu

@ MOHUTOPUHI MHGOPMaLUNK AN ynpaBneHns
pasfnn4HbIMU pUCKamm
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o )0Nb UH(pOpMaLMK — Hawa npodreccus

INFOWATCH

@ Ha pbiHke ¢ 2003 roga

@ EOMHCTBEHHbIN €BPONencKn paspaboTymk peLueHnin no
KOHTPOMO 3a MHopMaumen n 3awmte gaHHbix oT yTeukn (DLP)

@ Jlngep poccuimnckoro DLP peiHka (70% pbiHKa)

@ bonee 100 peann3oBaHHbLIX NPOEKTOB

Hawun KnmeHThbl:

@ 2 u3 3 dhegeparnbHbIX COTOBbIX

onepaTopoB 58
- g e Poi I mzﬂ}iﬂ&“
@ 313 5 kpynHenmx 6aHKoB BTb %™ Mimmow K2
,\q.'”'*t_ﬂ
@ 513 7 HedTSHbIX KOMMAHWIA W roctapatans Ny C@E’H PycTuapo

@ 4 denepanbHbIX MUHUCTEPCTBA
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< YT0 MbI aenaem

INFOWATCH

KoHTponb
pacnpocTpaHeHus
OaHHbIX MO CeTH:

* NHTepHeT

e OneKkTpoHHasd noyta
» Cucrembl obmeHa
COO0OLLEHNAMMN
CeteBas neyatb

KoHTponb ncnonb3oBaHusA
noaksiro4YaeMbIX YCTPOUCTB:
» USB/Flash gucku/kapTbl
* [lpuHTepDI
* Bluetooth, WiFi
 CD/DVD auckoBogpbl

MepumeTp KOMNaHUM: lNepeHoCHbIE
» KopnopatunsHas ceTb XpaHuUnuuia gaHHbIX:
* Odo1cHOEe NPOCTPaHCTBO * [NoTeps
* MoOunbHble KOMMLIOTEPDI * Kpaxa
* MNOOKNKYaemMble YCTPOUCTBa
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KoHTponb Hapg obpalyeHuem

INFOWATCH KopnopaTtuBHOU MHOpMaL MK

InfoWatch Traffic Monitor Enterprise

@ Cuctema MOHUTOPUHTE U KOHTPONS
3a MHPOPMALIMOHHBIMM NOTOKaAMM
KOMMaHUK

@ MpepHasHadyeHa ans KPYMHbIX
KOMMaHU

InfoWatch Traffic Monitor Enterprise

@ [Mos3BongaeT KOHTPONMPOBaTb
Hanbonee pacnpocTpaHeHHbIe
KaHanbl nepegadun gaHHbIx (e-mail,
web, cnctemMmbl ooMeHa
COO0OLLEHMSAMM), MOPTATUBHbIE
YCTPOMUCTBA U NeyaTtb
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‘o J0TBpaLLeHne HeCaHKLIMOHMPOBAHHOIO
NFOWATCH [ocTyna K MHopmaumu

InfoWatch CryptoStorage Enterprise

@ LllUudpoBaHue aAaHHbIX

@ LleHTpanusoBaHHOE ynpaBneHne
npasamMu gocrtyna

@ «Komuceurst BoccTaHOBNEHUS» As T B
obecrneyeHnst OCTYNa K MH(OPMaLM SEEEESRMEE RN
npu yTpate napors -

@ 3awwuTa nHdpopmaLmm ot
HeCaHKLIMOHNPOBaHHOro A4OCTYyNa
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S, aKMMM pUCKaMu MOXHO YNpaBnATb
NFOWATCH ¢ nomowbto npoaykros InfoWatch?

@ OnepaunoHHbIMU pUcKamm
@ PenyTauMoHHbIMU pUCKaMU
@ HOpugnyeckmmmn puckamm

@ Puckamun genctsmun perynupyrolimnx opraHoB
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‘o fpaBJyieHne onepaumnoOHHbIMU PUCKaAMU

INFOWATCH

AHanu3 gencTBuM nepcoHana, npegoTepalLeHue OWnOOYHbIX
AEUCTBUN COTPYLAHMKOB U UH(IOPMALMOHHLIX CUCTEM

@ T[loBbileHne aPPEKTUBHOCTM NepcoHana n npecevyeHue
HeLeneBoro UCrnosib30BaHNs KOPrnopaTuUBHbLIX PECYPCOB

@ Ontnmmnsaumsi bU3Hec-NpPoLECCOB
@ BhbigBneHue n npegoTeBpalleHne KagpoBbiX yrpo3

@ BbisiBrneHune u npegorBpawieHne HesTN4YHOIro
N NPOTNBO3AaKOHHOIO rnoBeaeHnd

@ [lpenorBpalleHme oWMOOYHBIX 4ENCTBUA COTPYAHUKOB
N MHPOPMALMOHHbLIX CUCTEM
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paBneHne penyTaLuMoHHbIMU pUCKaMK

INFOWATCH

@ BhbisiBNeHNe HeNOSANbHbIX COTPYAHUKOB,
PacNpPOCTPaHALLNX HEFAaTUBHYH MHAOPMaLINIO
O KOMMNaHuu

@ [lpepoTBpalleHne YTEUYKN JaHHbIX
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/
o
INFOWATCH

YnpaBrneHue opuan4YeCcKUMmn puckamm

@ BebisiBNeHve crny4aeB NUCMNONb30BaHNSA KOPNOPaTUBHbIX
PECYPCOB B NMPOTUBO3AKOHHbIX LIeNsx

@ BbisiBneHne NpoTUBO3aKOHHbIX UMM PUCKOBAHHbIX OENCTBUN
COTPYAHMKOB: Yrpo3, AOMOraTenbCcTB, OCKOPOeHun,
pacrnpocTpaHeHns KrneBeTbl, NopHorpadumn, SKCTPEMUCTCKNX
MaTepuanos, nponaraHgbl HAPKOTUKOB

@ OO6ecneyvyeHne npoLeccyanbHO KOPPEKTHLIX JOKa3aTenbCTB
AONSA rpaXaaHCKUX U YronoBHbIX Aern

@ BhbigBneHne coTpyaHUKOB, pacnpoCTPaHAKLLINX
KOH(pUaeHUNanbHy nHpopmauuio

Hartanbsa Kacnepckas, InfoWatch 9



npaBneHne pucKkamm 4eucTBuUm

INFOWATCH perynupymmux opraHOB

CobntoaeHue TpeboBaHMA MeXAYHapPOAHbIX AOrOBOPOB,
thengepanbHbIX 3aKOHOB M NOA3AKOHHbLIX HOPMATUBHbIX aKTOB,
perynupyrowmx odbpaiueHune pasnuyHbiXx BUAOB UHGOpMaL MK

@ KoHctutyuma PO, 4.2 c1.23; YronoBHbIn kogekc PO, y.1-2 c1.138.

@ depnepanbHbi 3akoH oT 27 utonsa 2006 roga Ne149-03 «O6 nndopmaumn,
MHPOPMALMOHHBIX TEXHOSOMMUAX U 3alUMTe MHOPMaLUn»

@ ®depnepanbHbl 3akoH oT 29 utonsa 2004 roga Ne98-d3 «O kommepueckon
TaHe»

@ depnepanbHbi 3akoH oT 27 utonsa 2006 roga Ne152-03 «O nepcoHarnbHbIX
JaHHbIX»

@ [locraHoBneHue lNpaButensctea P® Ne781 ot 17.11.07. (BO ucnosiHeHue
cT. 19 @3 "O nepcoHanbHbIX JaHHbIX")

@ Payment Card Industry Data Security Standard (PCIl DSS)
@ 3akoH CLUA 107-204 (Sarbanes-Oxley Act of 2002)
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> obnogeHne TpedoBaHUN KOHCTUTYLUM

INFOWATCH

MOHUTOPUHI obpalleHusa B
aBTOMaTUYECKOM peXume
0e3 03HaKOMIMEeHUA KaKnx-
nmbo nuu ¢ nepeagaBaeMbiMU
cooBOLLEHNAMM

[lpaBoO Ha TanHy nNepenucKu
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< ®eaepanbHbIv 3akoH Ne149-03

INFOWATCH

@ CobnioaeHve InfoWatch Traffic Monitor u
KOH(PMAEHLMANLHOCTY InfoWatch CryptoStorage -

MH(bOpMALWY, AOCTYM K TeXHUYECKMe CpeacTBa 3aLmThl
KOTOpPOU OrpaHnyeH

benepanbHbIMU 3akoHaMK @ O6ecneyeHne KOHMDUAEHLMANbHOCTY
nHdopmaumun: ee Knaccndunkaums

N naeHTudukaumsa
KOHbnaeHunanbHbIX AaHHbIX

@ 3anpet Ha
pacnpocTpaHeHne
onpeaeneHHbIX BUAOB

@ 3awmTa OT HECAHKLMOHNPOBAHHOIO

@ CobnoaeHve
A0CTyna, KONMpOBaHUS

KOH(pnaeHumasnbHOCTH
nHchopmaLmm N pacnpocTpaHeHus
orpaHM4YeHHOro goctyna @ OTcnexvBaHne MapLIpyTOB

nepemMeLeHns nHopmaumnm

@ 3awwmTta nHdopmauum c
L, ¢hopmaty (KOHTEHTHbIX MapLLPYTOB)

MOMOLLbIO MPaBOBBbIX,

OpraHn3auUnoHHbIX U @ bnokupoBaHue HepaspeLleHHbIX
TEXHUYECKNX Mep MapLLPYTOB
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< ®eaepanbHbIv 3aKkoH Ne98-03

INFOWATCH

InfoWatch Traffic Monitor
InfoWatch CryptoStorage -
TeXHMYeCcKne cpencTaa 3aWuThbl

@ OrpaHuyeHne goctyna K @ VaeHTudukaumsi Hdopmaumu,

NHpopmMaLunu, -
cocTaBnsioLLel COCTaBNAUOLUEN KOMMEPYECKYIO
KOMMEPYECKYIO TalHy TanHy

@ YyeT nuu, Nony4mBLLKX @ OrpaHnyeHune gocTyna K
[OCTYM K Takon NHpopmaumn
MHpopmaunu

@ KoHTponb AocTyna 1 yyeTt nuu,
MONY4YUBLLMX JOCTYMN
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< ®eaepanbHbIv 3akoH Ne152-03

INFOWATCH

@ O6ecneveHmne InfoWatch Traffic Monitor
KOH(MACHLIMATIEHOCTY InfoWatch CryptoStorage -

nepcoHanbHbIX AaHHbIX
TeXHNn4eckKue cpeacrBa 3alinThbl
@ T[puHATHE OpraHn3aLMOHHbIX U

TEXHNYECKUX MEP ONA 3aLlUTbl

M oT HenpaBOMEpHOro 1nm @ Kareropusauma nHgopmaumm,
crnyyaiiHoro AocTyna, noeHTudpukauua Na
KONMUpoBaHuS, ® 3

PACHPOCTPaHEHNS alnTbl OT HENPaBOMEPHOIO

AO0CTYyna, KoOnnpoBaHUA 1

@ Vcnonb3oBaHWe N XxpaHeHue pacnpocTpaHeHus

GuomeTpuyecknx M TonbKo Ha

MaTepuanbHbIX HOCUTENSX, @ OTcnexuBaHne MapLIpyToB
KOTOpble obecrnevmBaloT 3aLuTy no
9TUX OaHHbIX OT nepEMELLCHA

HETNPaBOMEPHOTO 7K @ 3awwmTa M Ha MOBUBbHBIX
cryyaiiHoro focTyna,

YHUUTOXEHUS, U3MEHEHUS, HOCUTESAX

GnoKMpoBaHMs, KONMMPOBAaHWS,

pacnpoCTpaHeHUs
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e aHoBneHue paButencTBa P® Ne781

INFOWATCH

@ Ob6ecneyeHne InfoWatch Traffic Monitor
KOHEpUAGHLManLHOCTH InfoWatch CryptoStorage -

nepcoHarnbHbIX AaHHbIX
TeXHNn4eckKue cpeacrBa 3alinThbl
@ [lpuHATUE OpraHN3aLMOHHbIX U

TEXHUYECKNX Mep And 3allinThbl

@ OTcnexunsaHue cobnogeHusd
M4 ot HenpaBoMepPHOro Nnu

Cry4anHoro gocryna, YCTaHOBIIEHHOIO Nnopsgka
KOMMpOBaHUs, obpaboTtku M4
pacnpocTpaHeHus

y @ OO6HapyxeHune n npu
@ Vicnonbsosakue n xparenme HeobxoaMMOCTY BriokupoBaHve
6rnomeTpuyeckux ML Tonbko Ha

MaTepuarnbHbIX HOCUTENSIX, (pakToB HECAHKLIMOHNPOBAHHOM

KOTopble ob6ecrneymBaroT 3aLnuTy nepegayn nHpopmaymn
9TUX AaHHbIX OT
HenpaBoOMEpPHOro Unu
cry4anHoro gocTtyna,
YHUUTOXEHNA, USMEHEHUS,
BGnoKMpoOBaHUs, KONMMPOBAaHWS,
pacrnpocTpaHeHus
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INFOWATCH

ObecneyveHune 3aLluUThI
XPaHALWMXCS AaHHbIX
aepxartenen kapt

Ob6ecneyeHune WndpoBaHUS
AaHHbIX BNagenbLUeB KapT u
OPYTUX BaXKHBIX AAHHbLIX NPU NX
nepegaye vyepes
0o0LLeaoCTynHbIE CETH

PaarpaHnyeHne goctyna K
AaHHBIM MO NPUHLMMY
cnyxebHon HeobxooMmMocTh U
pasgeneHunst NONHOMOYNM

OTcnexvBaHne BCeX CeaHCoB
[I0CTYyrMa K CETEBbIM pecypcam U
OaHHbIM Briagenbues KapT

InfoWatch Traffic Monitor
InfoWatch CryptoStorage -
TeXHMYeCcKne cpencTaa 3aWuThbl

@ KoHTponb gocTtyna K nHgpopmaumm
@ Peructpauus n ydeT gocrtyna

@ LleHTpann3oBaHHbLIN apXuB C
noapO6BHLIM ONMCaHMEM BCEX
OencTenn ¢ MHopmauunen

@ WHTerpauus c
Kpuntorpaguyeckmmm cpencresamm
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INFOWATCH

Sarbanes-Oxley Act

ObecnevyeHne KOPPEKTHOCTU U
NCTUHHOCTM OMHAHCOBOM
NHdopMaLnmn

apxMBMpoBaHMe KoprnopaTnBHOM
NHdopmauum (B Nepsyto
oyepenb, Nepenuckn no
KOprnopaTMBHOM MOYTE) Ha CPOK
MUHUMYM 7 NneT

Hanuune BHYTPEHHUNX
MEXaHU3MOB KOHTPONA A1
npeaorBpalleHnA
MOLUEHHN4YeCTBa

YyeT BCcex OeNCTBUN C
KOH(pUaeHUnanbHomn
NHdoOpMaLMen n 3awuTbl ee oT
HeaBTOPM30BaHHOIo JocTyna u
pasrraweHus

InfoWatch Traffic Monitor
InfoWatch CryptoStorage -
TeXHMYeCcKne cpencTaa 3aWuThbl

@ 3awwTta nHpopmaumm ot
HeCcaHKLVUOHUPOBAHHOIO JOCTYNa,
N3MEHeHUs, yaaneHus, KonMpoBaHus U
pacnpocTpaHeHust — obecrneveHne
KOPPEKTHOCTU MHopMaLIK

@ LleHTpanniaoBaHHbIN apxuB O
COXpaHeHusa Bcen nHdopmMmaunu, B TOM
Yucrie Nepermckm No arneKTPoHHOM
noyrte

@ [lonHOUEHHbIN KOHTPOSb AEUCTBUN
nonb3oBaTens ¢ MHdgopmaunen
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o
INFOWATCH

poaykThi In

0N ynpaBfieHUs puckamm

Kateropusauus
UHdopmauum

MocTtpoenne KoHtponb nHdopmaumn, Apxus
MapLupyToB oTnpasnsiemMon 3a
nepemelLeHuns npeaensi UC komnaHuu

Cucrtema
OTYETHOCTU

Perucrtpaums n LlUndpoBaHue 3awmTa oT HecaHKu,.
y4yeT gocryna K pocTyna
UHdopmauumn

OnepaunoHHbIe PUCKU
MoBbiweHne achhekTMBHOCTMN
nepcoHana

OnTuMuM3aumsa 6usHec-npoLieccoB

MpepoTepalyeHne KaapoBbIX Yrpo3

MpepoTBpaLieHMe He3ITUYHOrO
noseaeHUs

MpepoTBpaleHme oWUBOYHbIX
AeWcTBUI coTpyaHUKoB n UC

Peny‘l‘auMOHHble PUCKHK
BuisiBNeHne HenoanbHbIX COTPYAHUKOB

MpepoTBpalleHne yTeuku AaHHbIX

lopMAVI‘-IeCKVIe PUCKHK
BbisiBneHune cny4yaeB UCNoOnNbL30BaHUSA
KOPNOpPaTUBHLIX PecypcoB B
NPOTUBO3aKOHHbIX LieNsAX

BbisiBrieHUe NPOTUBO3aKOHHbIX
AEWCTBUI COTPYAHUKOB

O6ecneyeHune npoueccyanbHO
KOPPEKTHbIX AoKa3aTeNnbCTB

BbisiBNeHne coTpyAHMKOB,
pacnpocTpaHALMX
KoHdMnAaeHUnanbHyo nHdopmaumo

+

++

+

+ o+

Pucku oeicTBUi perynupyrowmnx opraHoB

CobnioaeHne Tpe6oBaHumn
3aKoHoAaTeNbCTBA

+

+ +

+ + +
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‘V‘V/ Cnacu60 3a BHMMaHue!

3apaBanTe BONPOCHI

[ononHuTenbHyto
MHOpMaLMIO MOXKHO MONYYunTb,
CBSA3aBLUMCb C HAMMU:

+7 495 22 900 22
www.infowatch.ru
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